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The Message

“Think about security in EVERY IT project within your
organisation”

“Make NO assumptions about which aspects of your IT are
SAFE”

“PLAN for a security breach”

“Make information security a CEO and senior management
team priority”

“Raise employee awareness of security Iissues within the
whole organisation”
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Who are we?

Andy Prow
—Software development industry for 11 years
—Lead development and development manager roles
—Technical Architect and Solutions Architect

eAura Software Architects (2001)
—Software Architecture and Design
—Specialist Development (Microsoft Technologies)

eAura Software Security (2005)
—Security Analysts and Consultants
—Secure Software Development Experts
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Today’s Talk?

«Common Vulnerabilities and Exploits
—Things you will be facing and SHOULD know about

eCommon Protection
—Things you SHOULD have In place

eUnusual Vulnerabilities
—lIssues you can’t plan for (real-word examples)

e\What to do

—How to protect against issues you can’t plan for!
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Common Vulnerabilities:
Web-interfaces
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Common Vulnerabilities:
Web-interfaces

—Unpatched web-servers and database servers.
eAutomated web-vulnerability scanners
—Acunetix, Weblnspect
—Invalid file permissions

=Google searches e.g.
—filetype:mdb users.mdb
—intitle:index.of.etc passwd

—Custom
*Scripting / SQL Code Injection
«Cookie tampering — Achilles (web-proxy)
*Brute force attacks — Hydra, Brutus

—Man in the middle
*Sniffing web-traffic
ePharming (DNS cache poisoning)
eProxies that spoof SSL
«0Odysseus
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Common Vulnerabilities
Web-interfaces

e Acunetix

—Automated web-vulnerability scanner
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Common Vulnerabilities
Wireless

AWITEIESS

—Wireless detection tools
eNetwork Stumbler, Kismet (KisMAC)

eHidden SSID identification, AP Model & Type, WEP/WPA, MAC
address filtering...

«“Wellington WarDrive” in June — 300+ scanned, 100+ OPEN (50
Corporate), and 100+ poorly secured (WEP and/or MAC address
filtering only)

—MAC address sniffing
—MAC address spoofing
—WEP cracking

—WPA cracking
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Common Vulnerabilities
Wireless

Network Stumbler
—Wireless Detection Tool




Common Vulnerabilities
Servers

Known vulnerabilities and exploits

—Specialist tools and websites to:
eidentify version of server and services (such as telnet, web-server, FTP)
eMap versions against known and new exploits
*Provide exploitation tools, packets and payloads

—Unpatched / slow to patch

“80% of exploits are available within the first 19 days of a critical vulnerability”

ePoorly administered

“When the DoD did studies on the matter, they found these actual attacks accounted
for only 30% of hacking. Attacks against configuration and essentially poor system
hardening account for 70% of successful attacks.”

eUnauthorised administrator or physical access
—Who are your administrators? Are they skilled?
—Secure location
—Hardware re-use
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Common Vulnerabilities

Servers
ElseNot Project -

—“Goal: Exploit for Every Microsoft Security Bulletin”

ElseNot Project

Layne [at] Elsenot . com

Bulletin Description and Exploit Bulletin Rating

MS§05-053: Yulnerabilities in Graphics Rendering Engine Could Allow Code Execution (896424 ..
Moy &, 2005 )| : vice Pa ! ' Critical

Exploit: Please Submit

MS05-052: Cumnulative Security Update for Internet Ex ,
Qct 11, 2005 Winda ver 200 g Critical

Exploit; Flease Submit

MS05-051: Yulnerabilities in MSOTE and COM+ Could Allow Remote Code Execution (902400) . ack
Oct 11, 2005 1,1 ac i : Critical
Exploit: Please Submit Gald, in




Common Vulnerabilities
Servers

MiIIWOrm — www.milwOrm.com

—Up to date source of exploits for all platforms and
applications.

home exploits platformas shellcode saarch crackes- links s archive

renwobe

2005-11-22 mMambo <= 4.5.2 Globals Dvernwsrite / Remote Commmand Execton Exploit 14249 R 1] rogod

2005-11-20 MailEmable 1.54 Pro Universal IMAPD YW3LC Logging BoF Exploit 100% R kD wil

2005-11-20 Google Search Appliance proxystylesheet XSLT Java Code Execution 1330 R D H O Moore

2005-11-17 EkinBoard 1.0.3 (config.php) SOL Injecton / Comnmand Execution Exploit 1538 R (1] rgod

2005-11-17 FreesFTPD <= 1.0.8 (USER) Remote Buffer Overflowvr Exploit 1123 R kD Expanders
local

2005-11-12 WYeritas Storage Foundation 4.0 YCSI18M_LANG Local Overflows Exploit [ 11 R o Kewin Finisterre

2005-11-09 ODperator Shell (osh) 1.7-14 Local Root Exploit 1283 R 1] Chares Stewvenson

2005-11-09 Sudo <= 1.6.8p9 [(SHELLOPTSA /PS54 EMNY variables]) Local Root Exploit 1131 R o Breno

2005-11-09 FreeBSD (4.3 , < 5.<4) master.passwrd Disclosure Exploit 1521 R 1] kcope

2005-11-08 SuSE Linux <= 9.3, 10 [chin] Local Root Privilege Escalation Exploit 1113 R o Hunger
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Common Vulnerabilities
Servers

Nessus — Server Vulnerability Scanner
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Common Protection

Normal steps taken

—Patching servers

—Firewalls, DMZ, VPNs

—\Website security, SSL

—Antivirus and Anti-Spyware products
e CURTHETES

eAdditional Steps

—Dedicated IT Security Team
—Network Monitoring Systems
—Intrusion Detection Systems
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Things that Pop your Bubble

\Wellington bank with 14 locked down

wireless AP, but 1 wide-open AP

—The issue:
Pro-active, “can-do” manager buys a standard DSE

Wireless AP to cater for new temporary staff. Simply
installs and it works.

—The impact:
TOTALLY unsecured wireless access point, with
default settings connected to corporate LAN!
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Things that Pop your Bubble

“Government agency with a custom

application with unsecured NT User IDs

and Passwords”

—AD is well secured
—Users self register P

(__CustomDB )

with AD usernames
AndyProw

and passwords

—Custom DB 1s NOT

secured

AndyProw




Things that Pop your Bubble

“Managing Director with default wireless
AP at home”

—The Issue
MD connects to ADSL
ePurchases a common ADSL/Wireless router
Plug-and-play settings with NO security

—The Threat

eThe MD’s laptop is now vulnerable to a hack from their home
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Things that Pop your Bubble

Latest Example: “Sony Rootkit”

—The Issue
New Sony CDs install a copy protection utility that sits beneath
Windows XP, and stops multiple copies of a CD, or unprotected
ripping of the CD.

—The Threat

*The “copy protection utility” is based on a RootKit, which sits
beneath the operating system. RootKits are a hacker’s dream as
they give escalated permissions to processes, can create files and
processes invisible to the OS. Usually the hard-part for a hacker
Is “how to get a RootKit onto a remote machine?” — thanks Sony!
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What do you do?

eThreat Modelling

—Understand your adversary
«\Who would breach your security?

—Understand your assets?
e\What would they be after?

—Understand your IT security risks
How could an attacker get in?

—Understand the impact to your business
<\What could they do to impair your business?

—Mitigate the threats

How do we prevent this from happening?
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What do you do?

e|n-House-Hacker

—Performs pro-active security checks. E.g.
eServer vulnerability checks
Wireless AP checking

—Armed with the latest hacker tools
—MUST be well trained
—MUST be well trusted

eTrusted Security Advisors (Aura)

—Constantly monitoring threats, exploits, patches and tools

—Trusted entity, who knows your internal IT infrastructure and
configuration.

—Proactively participates in the hacker / security community
e.d.

*OWASP — - Open Web Application Security Project
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The Message

“Think about security in EVERY IT project within your
organisation”

“Make NO assumptions about which aspects of your IT
are SAFE”

“PLAN for a security breach”

“Make information security a CEO and senior
management team priority”

“Raise employee awareness of security issues within the
whole organisation”
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Do It Now...

Make security part of your day-to-day business
—Think security in every IT project
—Think security in every IT system

Make information security a CEO and senior management
team priority

—Actually DO Threat Modelling

—Ensure you have security processes in place

Raise employee awareness of security issues within the whole
organisation.
—Data classification
—Danger of USB devices, iPods, Sony CDs, Home wireless...
—Ongoing training in systems and controls
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